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Post guantum off the cuff

(In only about 5 minutes, | promise)




Don't just count qubits!

!

It's about : Quantum computers are
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National Security Memorandum on
Promoting United States Leadership
in Quantum Computing While
Mitigating Risks to Vulnerable
Cryptographic Systems

MAY 04, 2022 « STATEMENTS AND RELEASES

To mitigate this risk, the United States must prioritize the timely and
equitable transition of cryptographic systems to quantum-resistant

cryptography,
IS EAN@EE. Currently, the Director of the National Institute of

with the goal of mitigating as much of the quantum risk as is




CNSA 2.0 Timeline

2022 2023 20242025 2026 2027 2028 2029 FIE(Y 2031 2032 PIEE)

Software/firmware signing NANNNNNNN (V)

Web browsers/servers and cloud services

Traditional networking equipment 1

Operating systems L e————————— &)
Niche equipment B —— )

Custom application and legacy equipment )

ssa~x CNSA 2.0 added as an option and tested
mmm CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year




Key agreement

Communication can be recorded today and decrypted in
the future. We need to upgrade

' 4
Signatures /
Less urgent: need to be replaced the arrival of
cryptographically-relevant quantum computers.

(AES128 / SHA256 are fine. to double bitlengths.)


https://www.youtube.com/watch?app=desktop&v=eB4po9Br1YY
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Client PQE adoption on Cloudflare Radar


https://radar.cloudflare.com/adoption-and-usage?dateRange=12w#post-quantum-encryption-adoption

Sizes (bytes) CPU time (lower is better)
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Thank youl!

Further reading:
e State of the post-quantum Internet (‘24)

e Google's writing



https://blog.cloudflare.com/pq-2024/
https://cloud.google.com/security/resources/post-quantum-cryptography

