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Don’t just count qubits!

It’s about noise: Quantum computers are analog!
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1. Key agreement 🤝
Communication can be recorded today and decrypted in 
the future. We need to upgrade as soon as possible.

2. Signatures 🖋
Less urgent: need to be replaced before the arrival of 
cryptographically-relevant quantum computers.

(AES128 / SHA256 are fine. No need to double bitlengths.)

3.

https://www.youtube.com/watch?app=desktop&v=eB4po9Br1YY


Client PQE adoption on Cloudflare Radar

https://radar.cloudflare.com/adoption-and-usage?dateRange=12w#post-quantum-encryption-adoption


Sizes (bytes) CPU time (lower is better)

PQ Public key Signature Signing Verification

Classical Ed25519 ❌ 32 64 1 (baseline) 1 (baseline)

RSA-2048 ❌ 256 256 70 0.3

NIST ML-DSA-44 ✅ 1,312 2,420 4.8 0.5

FN-DSA-512 ⚠ ✅ 897 666 8 ⚠ 0.5

SLH-DSA-128s ✅ 32 7,856 8,000 2.8

SLH-DSA-128f ✅ 32 17,088 550 7

Sample from 
signatures 
onramp

MAYOone ✅ 1,168 321 4.7 0.3

MAYOtwo ✅ 5,488 180 5 0.2

SQISign I ✅ 64 177 60,000 500

UOV Is-pkc ✅ 66,576 96 2.5 2

HAWK512 ✅ 1,024 555 2 1



Thank you!

Further reading:
● State of the post-quantum Internet (‘24)
● Googleʼs writing

https://blog.cloudflare.com/pq-2024/
https://cloud.google.com/security/resources/post-quantum-cryptography

